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Setting Up an API Route

var mapper = koast.makeMongoMapper(connection);

routes = [
  ['get', 'robots', user.any,   
    mapper.get('robots', [])
  ],
  ['put', 'robots/:robotNumber', user.any, 
    mapper.put('robots', ['robotNumber'])
  ]
];



  

Restricting Access by Object

mapper.queryDecorator = function(query, req, 
  res) {
  query.owner = req.user.username;
};

mapper.queryDecorator = function(query, req,
  res) {
  query.clientId = req.user.clientId;
};



  

Post-Query Filtering

mapper.filter = function(result, req) {
  if (req.method === 'GET' {
    return canSee(data, req);
  } else {
    return canEdit(data, req);
  }
};



  

Informing the Client

mapper.clientAuthorizer = function(result, req) {
  result.meta.can.edit =
    canEdit(result.data, req);
};



  

The Client Side

angular.module('sampleKoastClientApp', 
['koast'])

.controller('myCtrl', ['$scope', 'koast', 
'$log',
  function($scope, koast, $log) {

    $scope.login = function(provider) {
      koast.user.initiateOauthAuthentication(
        provider);
    };

    ...



  

The Client Side

    ...

    koast.user.getStatusPromise()
      .then(function() {
        if (koast.user.isAuthenticated) {
          return koast.getResource('robots')
            .then(function(robots) {
              $scope.robots = robots;
            });
        }
      })
      .then(null, $log.error);
}]);



  

The Template

<span ng-if="robot.can.edit">
 <button>...</button>
</span>



  

Thank You.
Contact: 
   yuri@rangle.io
   http://yto.io
   @qaramazov
  

This presentation:
  http://yto.io/auth
  

Koast:
  http://yto.io/koast

http://yto.io/
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